1. IMPLEMENTATION OF NETWORK 


Definition of computer network: 


A computer network is a collection of connected computers and devices that can communicate and 
share resources with each other. These connections can be wired or wireless, and the purpose of a 
network is to enable devices to exchange information, such as files, messages, and data, making it 
easier for people to collaborate and access shared resources. 


When we can say that 2 devices are networked: 


Two devices are considered to be "networked" when they are connected and able to communicate 
with each other, sharing information and resources. This connection can be established through 
various means, such as Ethernet cables, Wi-Fi, or even cellular networks. Once the devices can 
exchange data and interact, they are effectively part of a network. 


Example: 


A common and practical example of a computer network is a home Wi-Fi network. Imagine you 
have a laptop, a smartphone, and a smart TV at home. When you set up a Wi-Fi network, these 
devices can connect to the same network, allowing them to share an internet connection, 
communicate with each other, and access resources like printers or shared files. This enables you 
to browse the web on your laptop, stream content on your smart TV, and check emails on your 
smartphone, all while being connected through the same network. 


Reasoning the need: 


1. Provides Best Way of Business Communication: Computer networking enables seamless 
and rapid communication among employees, departments, and offices. This ensures swift 
exchange of ideas, information, and decisions, boosting overall collaboration and 
productivity. 


2. Streamlines Communication: Networks allow instant messaging, video conferencing, and 
email, making communication efficient and reducing delays. This ensures timely decision- 
making and smoother coordination between team members. 


3. Cost-Effective Resource Sharing: Networking enables sharing resources like printers, 
scanners, and storage devices. This avoids the need for duplicate equipment, saving costs 
and making better use of available resources. 


4. Cuts Costs on Software: By sharing software applications over the network, businesses can 
reduce the expense of purchasing and installing software on individual computers. Updates 
can also be centralized, saving time and effort. 


5. Cuts Costs on Hardware: Networking allows devices to share processing power, reducing 
the need for high-end hardware on every workstation. This cost-saving strategy is 
particularly useful for resource-intensive tasks. 


6. Utilizes Centralized Database: Networks enable centralizing data storage in databases, 
making information more accessible and easily managed. This enhances data security and 
consistency across the organization. 


7. Increases Efficiency: Networking automates tasks like data sharing and backups, reducing 
manual effort. This leads to increased operational efficiency and minimizes errors. 


8. Optimizes Convenience and Flexibility: Employees can access files and applications from 
anywhere on the network, offering flexibility to work remotely. This convenience leads to 
improved work-life balance and productivity. 


9. Allows File Sharing: Networking permits easy and secure sharing of files among authorized 
users. This boosts collaboration and reduces the need for physical file transfers. 


10. Sharing of Peripherals and Internet Access: Networks enable multiple devices to share a 
single internet connection and peripherals like printers, saving costs and resources. 


11. Network Gaming: Gamers can play multiplayer games over a network, fostering social 
interaction and competitive gameplay. 


12. Voice over IP (VoIP): Networking supports VoIP technology, allowing cost-effective voice and 
video communication over the internet, making it a suitable alternative to traditional 
telephone systems. 


13. Media Center Server: Networks can centralize media files, making them accessible across 
devices like smart TVs and laptops, enhancing home entertainment. 


14. Centralized Network Administration: Network administrators can manage software 
updates, security protocols, and user access centrally, reducing the need for extensive IT 
support. 


15. Flexibility: Networks can adapt to changing business needs, allowing scalability and the 
integration of new technologies. 


16. Allowing Information Sharing: Networks facilitate sharing critical information in real-time, 
enhancing decision-making processes. 


17. Supporting Distributed Processing: Networks enable multiple computers to work together 
on complex tasks, boosting processing power and efficiency. 


18. User Communication: Networks enable internal and external communication, helping 
businesses engage with customers and partners effectively. 


19. Overcoming Geographic Separation: Networks connect geographically distant locations, 
enabling remote collaboration and reducing the constraints of physical distance. 


Each of these aspects demonstrates the significant benefits and advantages that computer 
networking brings to various aspects of work, communication, and resource management. 


Information that can be gathered during site survey: 


10. 


11 


12. 


13. 


14. 


15. 


Number of Users: Identify the total number of users who will be using the network. This 
includes employees, guests, and any other personnel who require network access. 


User Locations: Map out where users will be located within the organization. This helps in 
determining the physical placement of networking equipment like access points and 
switches. 


. Workload and Applications: Understand the types of tasks users will perform and the 


applications they will use. This helps in determining the network's performance 
requirements and potential bottlenecks. 


Device Types: Determine the devices that will connect to the network, such as computers, 
phones, printers, and loT devices. This information influences network compatibility and 
security considerations. 


Projected Growth: Estimate the organization's future growth in terms of users, devices, and 
network traffic. This ensures that the network design can accommodate expansion without 
major modifications. 


Network Traffic: Assess the typical network traffic patterns, including peak usage times and 
types of data transferred. This helps in sizing network equipment appropriately. 


Physical Layout: Understand the physical layout of the building(s) or site where the network 
will be deployed. Note obstacles, walls, floors, and potential interference sources. 


Existing Infrastructure: Identify any existing networking infrastructure, such as cabling, 
switches, and routers. This information can guide integration and upgrade decisions. 


Security Requirements: Determine the organization's security needs, including access 
controls, encryption, and intrusion detection. This influences network design and device 
placement. 


Budget: Understand the organization's budget constraints for the network project. This 
helps in making cost-effective design choices. 


. Reliability and Redundancy: Determine the level of network reliability required. Consider 


redundancy options for critical components to minimize downtime. 


Internet Connectivity: Assess the organization's internet connection speed and reliability. 
This influences decisions about bandwidth allocation and redundancy. 


Wireless Coverage Needs: Identify areas where wireless coverage is required and determine 
potential interference sources that might affect signal quality. 


Power Availability: Ensure that there is sufficient power supply for networking equipment, 
including backup power sources if needed. 


Network Management: Consider how the network will be managed, including monitoring, 
updates, and troubleshooting processes. 


16. Compliance and Regulations: Understand any industry-specific regulations or compliance 
requirements that may impact network design and security. 


17. Future Needs: Discuss potential future needs or technological advancements that could 
impact the network's design and scalability. 


18. User Expectations: Understand user expectations regarding network performance, 
reliability, and accessibility. 


By gathering these details through a comprehensive site survey, you'll be better equipped to design 
a network that meets the organization's current and future needs while ensuring optimal 
performance, security, and usability. 


Network Site Survey Analysis Report 
Client: XYZ Organization Date of Survey: [19-08-2023] 
1. Requirement: Number of Users 


Client's Response: The organization comprises 50 employees across different departments, 
including administration, sales, and customer support. 


2. Requirement: User Locations 


Client's Response: Users are distributed across two floors in our office building. Sales and 
administration departments are located on the first floor, while the customer support team is 
situated on the second floor. 


3. Requirement: Workload and Applications 


Client's Response: Users engage in various tasks such as email communication, document sharing, 
accessing CRM software, and video conferencing using applications like Microsoft Teams. 


4. Requirement: Device Types 


Client's Response: The network will cater to desktop computers, laptops, smartphones, printers, 
and a few loT devices for office automation. 


5. Requirement: Projected Growth 


Client's Response: We anticipate a gradual increase in staff over the next year, with an estimated 
10% growth in personnel. 


6. Requirement: Network Traffic 


Client's Response: Network traffic is relatively moderate during standard working hours. Peak 
usage occurs during conference calls and when multiple users access large files simultaneously. 


7. Requirement: Physical Layout 


Client's Response: The office building consists of open workspaces with cubicles and private 
offices. Walls and cubicle dividers may affect wireless signal strength. 


8. Requirement: Existing Infrastructure 


Client's Response: The organization has Cat6 Ethernet cabling installed throughout the office for 
data connections, and there are existing network switches and routers in the server room. 


9. Requirement: Security Requirements 


Client's Response: Security is a priority. We require user authentication, network encryption, and 
the ability to segment sensitive data from general user traffic. 


10. Requirement: Budget 


Client's Response: Our budget for this network project is allocated at $10,000, including 
equipment and installation costs. 


11. Requirement: Reliability and Redundancy 


Client's Response: We need a highly reliable network to minimize downtime. Redundant power 
sources and failover capabilities are essential for critical systems. 


12. Requirement: Internet Connectivity 


Client's Response: We have a 100 Mbps internet connection with plans to upgrade to 200 Mbps 
within the next six months. 


13. Requirement: Wireless Coverage Needs 


Client's Response: Wireless coverage is required in all office areas, including conference rooms and 
common spaces. We want seamless connectivity without dead zones. 


14. Requirement: Power Availability 


Client's Response: Adequate power supply is available throughout the office. Backup power 
options, such as uninterruptible power supplies (UPS), will be considered. 


15. Requirement: Network Management 


Client's Response: We require remote network monitoring and management capabilities to 
promptly address any issues that arise. 


16. Requirement: Compliance and Regulations 


Client's Response: Compliance with industry-specific regulations regarding data security and 
privacy is essential for our business operations. 


17. Requirement: Future Needs 


Client's Response: We anticipate potential growth in loT devices for office automation and may 
explore integrating voice assistants for conference room control. 


18. Requirement: User Expectations 


Client's Response: Users expect seamless and fast network performance, especially during video 
conferencing and file sharing activities. 


By addressing these specific requirements and understanding the client's responses, we will be 
able to design a tailored network solution that aligns with the organization's needs, expectations, 
and future growth plans. This analysis serves as the foundation for creating an effective and 
reliable network infrastructure for XYZ Organization. 


Seeking approval: 
A) Analysis and Design Phase: 


1. Request: Initiated by identifying the need for a new network based on the organization's 
growth and requirements. 


2. Feasibility Study: Determining if building the network is possible and practical considering 
technical, financial, and operational aspects. 


3. Analysis (Requirement): Gathering and understanding the organization's needs and 
expectations, including user numbers, applications, and future growth plans. 


4. Alternatives Available in Market: Researching various networking products, solutions, and 
vendors to determine the most suitable options. 


5. Design: Creating a detailed network design based on gathered requirements, including 
equipment placement, cabling, security measures, and redundancy plans. 


6. Selection: Choosing specific hardware and software components that best align with the 
design and requirements. 


7. Cost: Calculating the total cost of implementing the network, including equipment, 
installation, and ongoing maintenance. 


8. Documentation: Creating comprehensive documentation detailing the network design, 
equipment specifications, configurations, and security measures. 


9. Management Approval: Review and Verification: 


e Users: Presenting the proposed network plan to users and incorporating their 
feedback to ensure it meets their needs. 


e Operators Management (Budget): Reviewing the proposed budget with 
management, explaining how costs align with the network's benefits. 


e Management Approval: Presenting the entire network analysis, design, and cost 
breakdown to higher authorities for their verification and approval before moving 
forward with implementation. 


B) Implementation Phase: 


1. Purchasing and Vendor Agreement: Acquiring the necessary networking equipment, 
software licenses, and services from selected vendors based on agreements negotiated. 


2. Installation: Physically setting up networking hardware, including routers, switches, access 
points, and cabling, following the designed plan. 


3. Training and Testing: Providing training to staff members who will manage and operate the 
network. Testing the network's functionality and security measures. 


4. Conversion: Transitioning from the old network (if applicable) to the new one while 
minimizing disruption to business operations. 


5. Follow-Up Audit: Conducting an audit to ensure that the implemented network aligns with 
the initial design, meets user needs, and operates as intended. 


This comprehensive approach ensures that the network implementation is well-thought-out, aligns 
with organizational goals, and is carried out in a structured manner from initial analysis to 
successful deployment. It considers factors like technical feasibility, user needs, budget constraints, 
vendor selection, and post-implementation review to ensure a smooth and effective transition to 
the new network infrastructure. 


DESIGNING A SMALL NETWORK FOR OFFICE OR HOME: 
1. Modem: 


e Description: Connects your network to the internet service provider (ISP) using a 
broadband or DSL connection. 


e Role: Receives and converts signals from the ISP into a form that can be used by the 
local network. 


2. Router: 


e Description: Manages network traffic between devices and connects to the modem. 


e Role: Routes data between devices on the local network and provides a gateway to 
the internet. 


3. Firewall: 


e Description: A security device that filters and monitors incoming and outgoing 
network traffic. 


e Role: Protects the network from unauthorized access, cyber threats, and malware. 
4. Switch: 
e Description: Expands the number of wired connections available on the network. 


e Role: Connects devices within the same network segment, allowing them to 
communicate efficiently. 


5. Patch Cable / LAN Cable: 


e Description: Ethernet cables used to connect devices to the network. 
e Role: Carries data signals between devices and the network infrastructure. 
6. Access Point: 
e Description: Provides wireless connectivity for devices that support Wi-Fi. 
e Role: Extends the network's coverage by allowing wireless devices to connect to the 


wired network. 


7. Repeater: 
e Description: Boosts or extends Wi-Fi coverage to areas with weak signals. 
e Role: Captures and retransmits Wi-Fi signals to enhance coverage in larger spaces. 


8. Patch Panel: 


e Description: A panel with multiple ports used to organize and manage network 


cables. 


e Role: Provides a neat and organized way to connect devices to the network 
infrastructure. 


Interconnections and Roles: 
e Modem connects to the ISP to establish the internet connection. 


e Router manages data traffic between devices on the local network and the internet. 


e Firewall protects the network by monitoring and filtering incoming/outgoing traffic from the 
internet. 


e Router connects to the firewall to ensure secure communication between the local network 
and the internet. 


e Switch connects devices within the local network, allowing them to exchange data. 

e Devices are connected to the switch using patch cables, enabling data transmission. 

e Access Point extends the network by providing Wi-Fi connectivity to wireless devices. 

e Repeater amplifies and retransmits Wi-Fi signals to expand coverage. 

e Patch Panel organizes network cables and connects devices to the network infrastructure. 


This setup creates a functional network where devices can communicate with each other and 
access the internet securely. 
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NETWORK DESIGN EXAMPLE 


Selecting network protocol: 


What is a network protocol? 


A network protocol is a set of rules and conventions that govern how devices communicate and 
exchange data within a computer network. It defines the format, timing, sequencing, and error 
handling for data transmission. Protocols enable seamless communication between different 
devices and ensure data integrity and reliability across the network. They cover aspects like data 
packet structure, addressing, routing, and error detection. Common network protocols include 
TCP/IP (Transmission Control Protocol/Internet Protocol), used for internet communication, and 
HTTP (Hypertext Transfer Protocol), which governs web browsing. By adhering to agreed-upon 
protocols, devices can effectively understand and interpret information shared across the network. 


1. Network communications protocols 
TCP/IP (Transmission Control Protocol/Internet Protocol): 


e Description: A fundamental protocol suite for internet communication. 


e Role: Divides data into packets, assigns IP addresses, and ensures reliable data delivery. 
e Key Features: Connection-oriented, supports error checking and correction, handles routing. 


Explanation: Imagine sending a letter. TCP divides it into pieces, numbers them, and makes sure 
they reach the recipient in the right order. IP labels these pieces with addresses like sender and 
receiver, helping them navigate through the postal system of the internet. 


HTTP (Hypertext Transfer Protocol): 
e Description: Primarily used for web browsing, transmitting web pages and resources. 


e Role: Requests and delivers HTML content, images, and files between web servers and 
clients. 


e Key Features: Statelessness (each request is independent), text-based, uses TCP for 
communication. 


Explanation: Think of a web browser as a waiter at a restaurant. When you type a web address, the 
browser uses HTTP to ask the kitchen (web server) for a menu (web page). The server then sends 
the menu back to the browser. 


FTP (File Transfer Protocol): 
e Description: Designed for transferring files between computers. 


e Role: Facilitates file upload and download, often used for website maintenance and sharing 
files. 


e Key Features: Uses separate control and data connections, can be secured using SFTP (SSH 
File Transfer Protocol). 


Explanation: Imagine sending files in an envelope. FTP helps you put the files neatly in envelopes 
and send them to your friend's mailbox. They can then open the envelopes and use the files. 


SMTP (Simple Mail Transfer Protocol): 
e Description: Used for sending emails. 
e Role: Sends email messages between email servers. 
e Key Features: Uses TCP to deliver messages, works with POP3/IMAP for email retrieval. 


Explanation: SMTP works like sending a letter through the post office. It makes sure your email 
message gets sent to the right post office (email server), which then sends it to your friend's post 
office (their email server). 


POP3 (Post Office Protocol 3) and IMAP (Internet Message Access Protocol): 
e Description: Used for receiving emails. 


e Role: Retrieve emails from a mail server to a local email client. 


e Key Features: POP3 downloads emails to the local device, IMAP synchronizes emails across 
multiple devices. 


Explanation: POP3 is like taking letters from your mailbox and storing them on your computer. 
IMAP is like having your mailbox at the post office. You can see your letters wherever you go, and 
changes you make are synchronized. 


DNS (Domain Name System): 
e Description: Translates human-readable domain names to IP addresses. 
e Role: Essential for browsing the internet, resolves URLs to IP addresses. 
e Key Features: Hierarchical structure, reduces the need to remember IP addresses. 


Explanation: Think of DNS as a phone book for the internet. When you type a web address, DNS 
translates it into the actual number (IP address) that computers use to find each other on the 
internet. 


ICMP (Internet Control Message Protocol): 
e Description: Used for network error reporting and diagnostics. 
e Role: Sends error messages and diagnostic information between devices. 
e Key Features: Vital for troubleshooting network issues, often used with tools like "ping." 


Explanation: ICMP is like sending a message to check if a friend is there. When you "ping" a friend's 
computer, it sends a quick message to see if it's awake and responsive. 


ARP (Address Resolution Protocol): 
e Description: Resolves IP addresses to MAC addresses in local networks. 
e Role: Maps IP addresses to physical addresses for data transmission in Ethernet networks. 


e Key Features: Ensures accurate communication within a local network by associating IP and 
MAC addresses. 


Explanation: ARP helps devices in the same neighborhood find each other. It's like asking around to 
figure out who lives at a certain address before sending them a letter. 


These simple explanations should give you a clearer understanding of how these protocols work 
and what they do in the world of computer networks. 


NETWORK SECURITY PROTOCOLS: 


1. SSL/TLS (Secure Sockets Layer/Transport Layer Security): SSL and its successor TLS are 
cryptographic protocols that provide secure communication over a computer network. They 
establish encrypted connections between clients and servers, ensuring data confidentiality 
and integrity during transmission. 


This keeps your online conversations private. When you visit a secure website (with "https" 
instead of "http"), SSL/TLS makes sure the information you share, like passwords or credit 
card numbers, is encrypted and safe from eavesdroppers. 


2. IPsec (Internet Protocol Security): IPsec is a suite of protocols used to secure Internet 
Protocol (IP) communications. It encrypts and authenticates data packets between devices, 
ensuring secure communication and protecting against unauthorized access. 


Think of this as a protective cloak for your data when it travels over the internet. IPsec wraps 
your messages in an invisible shield, ensuring nobody can read or alter them as they journey 
between computers. 


3. SSH (Secure Shell): SSH is a network protocol that enables secure remote access to devices 
over an unsecured network. It provides encrypted authentication and data transfer, 
preventing eavesdropping and data tampering. 


SSH acts like a secret passage to control computers from far away. It keeps your instructions 
hidden from snoops while making sure the information you're sending and receiving stays 
safe. 


4. WPA/WPA2 (Wi-Fi Protected Access): WPA and its successor WPA2 are security protocols 
for wireless networks. They use encryption and authentication mechanisms to secure Wi-Fi 
connections, safeguarding against unauthorized access and data interception. 


Imagine your Wi-Fi connection wearing a lock. WPA/WPA2 puts that lock on your Wi-Fi, so 
only people with the right key can connect and use it. This prevents strangers from hopping 
onto your network. 


5. VPN (Virtual Private Network): VPN is a technology that establishes encrypted tunnels 
between a user's device and a remote server, enhancing privacy and security. It enables 
secure remote access and data transmission over public networks. 


Think of a VPN as a hidden tunnel in the digital world. It helps you safely travel on the 
internet by disguising your location and protecting your information from curious eyes. 


6. HTTPS (Hypertext Transfer Protocol Secure): HTTPS is an extension of HTTP that adds 
encryption through SSL/TLS. It ensures secure and encrypted communication between web 
clients and servers, protecting sensitive data during web browsing. 

HTTPS is like sending a letter in an envelope instead of on a postcard. It protects the 
information you share with websites, making sure nobody reads your private details during 
online activities. 


Choosing network media: 


1. Bandwidth Requirements: Consider the amount of data the network 
needs to handle. High-bandwidth applications like video streaming or large 
file transfers require media with greater data transmission capabilities. 


2. Distance and Coverage: Evaluate the distance between devices and the coverage area 
needed. Different media types have varying transmission ranges, so choose one that fits 
your network's physical layout. 


3. Cost: Budget is a crucial factor. Some media, like fiber optics, can be expensive to install 
compared to traditional copper cables. 


4. Ease of Installation and Maintenance: Consider the complexity of installation and ongoing 
maintenance. Some media require specialized skills or equipment, while others are more 
straightforward. 


5. Signal Quality and Interference: Assess the potential for signal degradation or interference. 
Certain environments, such as industrial settings, might require media that can withstand 
noise and interference. 


6. Speed and Latency: Determine the required data transmission speed and latency for your 
network. Some media offer higher data rates and lower latency than others. 


7. Future Scalability: Think about the network's growth potential. Choose a medium that can 
accommodate future expansion without requiring major changes. 


Examples of Network Media: 
1. Copper Cables: 
e Examples: Ethernet cables (CatSe, Cat6, Cat6a) 


e Criteria: Widely used, cost-effective, suitable for shorter distances, moderate 
bandwidth, susceptible to electromagnetic interference. 


2. Fiber Optic Cables: 
e Examples: Single-mode fiber, multi-mode fiber 


e Criteria: High bandwidth, long-distance transmission, immune to electromagnetic 
interference, suitable for high-speed networks and large data centers. 


3. Wireless (Radio Waves): 
e Examples: Wi-Fi (802.11), Bluetooth 


e Criteria: No physical cables required, suitable for mobile devices and remote 
locations, susceptible to signal interference and coverage limitations. 


4. Coaxial Cables: 


e Examples: Cable TV cables 


e Criteria: Used for broadband connections, moderate bandwidth, moderate distance 
coverage, often used for cable internet and television. 


5. Twisted Pair Cables: 
e Examples: Telephone lines, Cat5e, Cat6 


e Criteria: Affordable, used for telephone and data transmission, less susceptible to 
interference compared to standard copper cables. 


6. Powerline Communication: 
e Examples: Powerline adapters 


e Criteria: Uses electrical wiring for data transmission, convenient for areas without 
Ethernet wiring, moderate bandwidth, can be affected by power surges and noise. 


Selecting the right network media involves assessing these criteria in relation to your network's 
needs, budget, and environment to ensure optimal performance and reliability. 


Expanding network: 


1. Setting up a new network and connecting it to the existing network using a machine 
functioning as a router, thus creating an internetwork: In this scenario, you're creating a 
larger network by linking two smaller networks together. Imagine you have a main office 
network and a new branch office network. You set up a special computer called a router that 
acts like a traffic cop. It understands both networks' languages and helps data travel 
between them. Now, employees from the main office and the branch office can share 
information and resources as if they were all in the same office. 


2. Configuring machines in users' homes or in remote office sites and enabling these 
machines to connect over telephone lines to your network: Here, you're allowing people 
working from home or other remote locations to join your network using their existing 
telephone lines. Think of it like extending your office to their homes. By setting up their 
computers and special equipment, these remote workers can use their phone lines to chat 
with your network. This means they can access files, email, and other network resources 
from afar, as if they were right there in the office. 


3. Connecting your network to the Internet, thus enabling users on your network to retrieve 
information from other systems throughout the world: Imagine your network is like a 
house, and the Internet is the entire city. By connecting your house to the city's network of 
roads (the Internet), you can easily travel anywhere. Setting up this connection allows your 
employees to search for information, read news, and even interact with people from 
different countries, all from their computers. It's like your network's gateway to the global 
village. 


4. Configuring UUCP communications, enabling users to exchange files and electronic mail 
with remote machines: In this situation, you're creating a way for your users to share files 


and messages with people on other networks. Think of it as sending letters to faraway pen 
pals. By setting up UUCP (Unix-to-Unix Copy Protocol), your users can send emails and files 
to friends on other computers, even if they're in different places. It's like having a magical 
mailbox that lets you send messages across the world without needing to be in the same 
place. 


PSTN: 
PSTN is the traditional phone network using landlines, connecting people worldwide via copper 


and fiber-optic cables for voice communication. 


Exchange Center 2 
Exchange Center 1 


Subscriber 
1 


Transmission 
network 


en “> Subscriber 
Subscriber _--- 4 


Exchange Center 4 
Exchange Center 3 


PSTN - Technical Explanation 


PSTN is a vast network that connects subscribers’ landline phones through exchange centers, 
facilitating voice communication. Here's how it operates: 


1. Subscribers (Users): Subscribers are individuals with landline phones. Each phone has a 
unique phone number associated with it. 


2. Exchange Centers (Switching Offices): Exchange centers, also called switching offices, play a 
pivotal role. They manage call routing, switching, and signaling functions. In this scenario, 
we have Center 1, Center 2, Center 3, and Center 4. 


3. Call Establishment and Routing: 


e Subscriber 1 wants to call Subscriber 4. When Subscriber 1 dials the number, their 
local exchange center (Center 1) receives a request for the call. 


e Center 1 examines the dialed number, recognizes it's for a different area (handled by 
Center 4), and establishes a communication path towards Center 4. 


4. Interexchange Transmission: 


e Center 1 uses the transmission network, which includes physical cables and digital 
switches, to send the call's signals towards Center 4. 


e The signals travel through intermediate exchange centers (Center 2 and Center 3) 
using signaling protocols to coordinate call setup and routing. 


5. Routing to Destination: 


e Upon reaching Center 4, the call request is processed. Center 4 identifies the 
recipient's line associated with Subscriber 4's phone number. 


6. Recipient Notification: 


e Center 4 sends signals to Subscriber 4's phone, causing it to ring and indicating an 
incoming call. 


7. Call Connection: 


e If Subscriber 4 answers, voice signals are exchanged between Subscriber 1 and 
Subscriber 4 through their respective exchange centers. 


8. Voice Transmission: 


e Voice signals are digitized, encoded, and transmitted over the transmission network. 
They flow through various switches and trunk lines between exchange centers. 


9. Call Termination: 


e When the call ends, signals are exchanged between the exchange centers to 
disconnect the communication path. 


10. Transmission Network: The transmission network comprises physical cables, digital 
switches, and various network elements that ensure reliable data transmission between 
exchange centers. 


In summary, PSTN is a complex network of exchange centers interconnected by a transmission 
network. It handles call setup, routing, and voice signal transmission, enabling communication 
between subscribers. Exchange centers play a pivotal role in managing call flows, and the 
transmission network acts as the backbone for transmitting voice signals between them. 


Exchange centers, also known as switching offices, play a crucial role in the functioning of the 
Public Switched Telephone Network (PSTN). They serve as key intermediaries in facilitating 
communication between different users within the network. Here's what exchange centers do in 


PSTN: 


1. 


Call Routing and Switching: Exchange centers are responsible for determining the most 
efficient path for a call to reach its destination. When a call is initiated, the exchange center 
receives the signaling information, examines the dialed number, and decides which route to 
take to connect the call to the recipient's phone. 


Signaling Management: Exchange centers manage the signaling information that 
accompanies a call. Signaling includes information about call setup, termination, call 
features, and more. Exchange centers use signaling protocols to exchange this information 
with other centers and devices involved in the call. 


Connection Establishment: Exchange centers establish connections between the caller and 
the recipient. They coordinate the process of setting up a communication path that enables 
voice signals to flow from one phone to another. 


Interexchange Communication: In the case of long-distance or international calls, exchange 
centers located in different geographic areas work together. An originating exchange center 
hands off the call to intermediate exchange centers that route the call closer to its 
destination. This cooperative process ensures the call reaches the appropriate local 
exchange center near the recipient. 


Advantages of PSTN: 


1. 


Reliability: PSTN is known for its high reliability. It's been around for a long time and has a 
well-established infrastructure that's proven to work even during power outages. 


Widespread Availability: PSTN has extensive coverage, making it available in most areas, 
including remote or rural locations where other communication technologies might not be 
feasible. 


Voice Clarity: Landline calls on PSTN generally have better voice clarity and fewer dropped 
calls compared to some modern technologies like VolP. 


Emergency Services: Landline phones connected to PSTN are often seen as more reliable for 
emergency calls because they're less dependent on external factors like internet 
connectivity. 


Security: Landline calls on PSTN are generally harder to intercept compared to wireless or 
internet-based communication methods. 


Limited Vulnerability to Cyber Threats: PSTN is less vulnerable to hacking and cyberattacks 
compared to digital communication methods. 


Disadvantages of PSTN: 


1. Limited Data Transmission: PSTN is primarily designed for voice communication. 
Transmitting data like text messages and images can be slow and inefficient. 


2. Cost: Traditional landline services on PSTN can be more expensive than newer 
communication technologies like VoIP, especially for long-distance or international calls. 


3. Limited Features: PSTN offers basic calling features like voice calls and Caller ID, but it lacks 
the advanced features and integration possibilities that newer technologies provide. 


4. Lack of Mobility: Landline phones connected to PSTN are fixed at one location, limiting the 
mobility and convenience that mobile phones or VoIP services offer. 


5. Limited Bandwidth: PSTN has limited bandwidth, which can lead to reduced call quality 
when multiple users are on the same network. 


6. Maintenance and Upgrades: Maintaining and upgrading the aging infrastructure of PSTN 
can be expensive and time-consuming. 


7. Dependence on Physical Infrastructure: PSTN relies on physical cables, which can be 
susceptible to damage from weather conditions, accidents, or construction. 
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ISDN stands for "Integrated Services Digital Network." It's a digital communication technology that 
allows the simultaneous transmission of voice, data, video, and other network services over 
traditional telephone lines. ISDN provides higher data rates and more reliable connections 
compared to the older analog telephone systems. It offers two main types of channels: B channels 
(Bearer channels) for data and voice, and D channels (Delta channels) for signaling and control. 


ISDN was widely used for internet connections and video conferencing in the past, but its 
popularity has declined with the advent of broadband and fiber-optic technologies. 


User Line and Packet Line: Think of the user line as your personal connection, like a road leading to 
your home. The packet line is the highway where your messages and data travel. 


Packets: Imagine messages as little packages. Instead of sending a big chunk all at once, we split it 
into smaller packets. Each packet has a piece of your message. 


ISDN: ISDN is like a super smart post office. It can handle different kinds of packages — voice, data, 
video — and it can send them all together. 


Switched: Now, imagine you're at the post office, and you want to send your packets to a friend. 
The ISDN switches are like the friendly post office workers who figure out the best route for each 
packet. 


How It All Works: 
1. You want to make a call or send data. 
2. Your ISDN device talks to the ISDN network and says, "Hey, I've got something to send!" 


3. The network decides how to send your packets — like picking the right roads for your 
packages. 


4. Your packets travel on the packet line, which is like a highway just for data. 


5. If you're talking on the phone, your voice becomes packets too, and they join the packet 
line. 


6. At the other end, the ISDN network puts your packets back together. 
7. If you're talking, your friend hears your voice nice and clear. 
8. If it's data, like a photo, your friend gets the picture just as you sent it. 


So, ISDN is like a special network that knows how to send all kinds of messages using packets on a 
digital highway. It's like sending your messages in parts and putting them together at the other 
end. This way, you can talk, share, and do all sorts of things using the same smart road — ISDN! 


User Line and Packet Line: In ISDN, the user line refers to the physical connection between a user's 
terminal equipment and the network's switching equipment. It's like the last-mile connection to 
your home or office. The packet line, on the other hand, represents the high-speed digital 
transmission pathway that carries the individual data packets between different network nodes. 


Packets: Data is segmented into discrete packets, each containing a portion of the information 
along with addressing and control information. These packets are transmitted independently and 
reassembled at the destination. This segmentation and packetization enhance efficiency and allow 
the network to handle diverse types of data, such as voice, video, and text, uniformly. 


ISDN: ISDN is a digital communication network that integrates voice and data services over a single 
network infrastructure. It offers multiple types of channels, including B (Bearer) channels for data 


and D (Delta) channels for signaling and control. These channels can be used simultaneously, 
allowing diverse forms of communication to coexist efficiently. 


Switched: In ISDN, the term "switched" refers to the dynamic setup of communication paths 
between two endpoints for the duration of a call or data transfer. Switching involves the 
establishment of a virtual circuit that connects the sender and receiver for the duration of their 
interaction. ISDN switches, located within the network, manage the establishment, maintenance, 
and termination of these virtual circuits. 


How It All Works: 
1. The user initiates a call or data transmission from their terminal equipment. 


2. The ISDN terminal sends a call setup request to the network, specifying the type of 
communication and the desired bandwidth. 


3. The network's ISDN switch decides the best route and allocation of resources (channels) 
based on the requested services. 


4. Avirtual circuit is established between the sender and receiver using B and D channels. 

5. Data, including voice, video, or text, is segmented into packets and sent over the packet line. 
6. Dchannel controls and manages the call setup, teardown, and signaling. 

7. At the destination, the packets are reassembled and presented to the recipient. 


8. For voice communication, the recipient receives the voice packets and converts them back 
into audible sound. 


9. For data, the recipient's terminal reassembles the packets into the original data format. 


In summary, ISDN's technical workings involve the utilization of digital channels, packetization, 
dynamic switching, and the integration of diverse data forms. The network's switches and 
protocols handle the establishment and management of virtual circuits, allowing efficient and 
flexible communication between users 


The introduction of ISDN has resolved this problem allowing the transmission of both voice and 
data simultaneously. This has many advanced features over the traditional PSTN, Public Switched 
Telephone Network. 


ISDN 


ISDN was first defined in the CCITT red book in 1988.The Integrated Services of Digital 
Networking, in short ISDN is a telephone network based infrastructure that allows the 
transmission of voice and data simultaneously at a high speed with greater efficiency. This is a 
circuit switched telephone network system, which also provides access to Packet switched 
networks. 


The model of a practical ISDN is as shown below. 


ISDN supports a variety of services. A few of them are listed below - 


e Voice calls 

e Facsimile 

e Videotext 

e Teletext 

e Electronic Mail 

e Database access 

e Data transmission and voice 

e Connection to internet 

e Electronic Fund transfer 

e Image and graphics exchange 

e Document storage and transfer 
e Audio and Video Conferencing 
e Automatic alarm services to fire stations, police, medical etc. 


Types of ISDN 


Among the types of several interfaces present, some of them contains channels such as the B- 
Channels or Bearer Channels that are used to transmit voice and data simultaneously; the D- 
Channels or Delta Channels that are used for signaling purpose to set up communication. 


The ISDN has several kinds of access interfaces such as - 


e Basic Rate Interface (BRI) 

e Primary Rate Interface (PRI) 
e Narrowband ISDN 

e Broadband ISDN 


Advantages of ISDN: 


1. Digital Clarity: ISDN provides higher call quality and better voice clarity compared to analog 
systems, resulting in improved communication experiences. 


2. Simultaneous Data and Voice: ISDN allows the transmission of voice and data 
simultaneously over the same line, enabling multitasking and efficient use of resources. 


Faster Data Transfer: ISDN offers higher data transfer rates compared to traditional analog 
lines, making it suitable for faster internet access, file downloads, and multimedia 
applications. 


Reliable Connections: ISDN connections are more stable and less susceptible to interference 
and noise, ensuring reliable communication and data transmission. 


Diverse Applications: ISDN supports various applications like video conferencing, online 
gaming, remote access, and multimedia streaming due to its ability to handle multiple types 
of data. 


Quick Setup: ISDN connections can be established quickly and don't require prolonged wait 
times or complex installations. 


Always On: ISDN connections are always active, eliminating the need to dial in for access, 
which is common in dial-up connections. 


Disadvantages of ISDN: 


1. 


Limited Availability: ISDN infrastructure might not be widely available in all areas, especially 
in remote or rural locations. 


. Cost: ISDN services can be more expensive compared to other broadband options like DSL, 


cable, or fiber. 


Lower Data Rates: While faster than analog systems, ISDN data rates can still be lower 
compared to modern broadband technologies, limiting its suitability for bandwidth- 
intensive applications. 


Inflexible Bandwidth: ISDN's bandwidth is fixed and may not be easily scalable to 
accommodate increasing data demands. 


Competition from Broadband: With the advent of broadband technologies like DSL, cable, 
and fiber-optic networks, ISDN's relevance has diminished due to their higher speeds and 
improved capabilities. 


Integration Challenges: Integrating ISDN with newer technologies and IP-based systems can 
be complex and require additional equipment and expertise. 


Differences between PSTN and ISDN 


PSTN 
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It is analog in nature and came to light before ISDN. 

It functions basically for small franchises or companies. 

Transfer speed is very slow and only voice transmission is allowed. 

It does allow simultaneous line connections, so just a single line can be used here. 
End-to-end connection is not possible here. It’s impossible to make fast calls with 
PSTN. 


1.S.D.N 


1. Digital in nature and came into the communication scene around 1960. 

2. Itis used mainly for big companies. 

3. The data speed here is very fast. Circuit-switching operation makes data and voice 
transmission possible. 

4. Allows simultaneous line connection and can run 10-30 line connections at a time. 

5. End-to-end connection is possible here, so this makes phone calls a possibility. 


PSTN stands for public switch telephone network, while ISDN stands for Integrated service digital network. 

PSTN lines are analog while ISDN. lines are digital. 

While PSTN. does not allow two simultaneous connections, it is allowed in ISDN. services. 

When using ISDN one can make faster calls compare to when using the PSTN. 

0. When comparing the two networks, the PSTN. lines are used for small companies ad ISDN is used for bigger 
companies. 

11. The ISDN provides 128 kbit/s speed which is really good for the internet. PSTN has a disadvantage in that it 

does not make the most possible use of broadband. 
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DSL: 


A communication medium called Digital Subscriber Line (DSL; formerly known as Digital Subscriber 
Loop) is used to transmit internet traffic over copper wire telecommunications lines. DSL is one of 
the most widely used methods by which ISPs offer broadband internet access, along with cable 
internet. 


o Its goal is to keep the data transfer speed at a high level. 

o If you're wondering how we'll be able to have both telephone and internet access, the answer 
is by using splitters or DSL filters (shown in the below diagram). The splitter basically divides 
the frequency and ensures that they cannot be interrupted. 
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CUSTOMER PREMISES 


Different types of DSL 
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Equal download and upload speeds are provided by symmetric DSL (SDSL), which evenly 
divides the upstream and downstream frequencies. 2 Mbps may be available both upstream 
and downstream on this connection. Small businesses typically prefer it. 

The wider frequency range offered by asymmetric DSL (ADSL) allows for several times faster 
downstream speeds. Due to the fact that most users download more data than they upload, 
an ADSL connection may provide 20 Mbps downstream and 1.5 Mbps upstream. 


Advantages - 


No Additional Wiring: Since a DSL connection uses your existing telephone wiring, you won't 
need to invest in pricey phone system upgrades. 


Cost-Effective - DSL internet offers the best connectivity and is a very cost-effective method. 
DSL modems are offered by the service providers. 


Users are able to use the internet and telephone lines simultaneously. And the reason for that 
is that voice and digital signals use different frequencies to be transmitted. 


Users can select from a range of providers' prices and connection speeds. 


Only a small physical distance can be covered by DSL Internet service, and it is frequently not 
available in places where the local phone infrastructure does not support DSL. Not every location 
can access the service. When compared to sending data over the Internet, the connection is quicker 
when receiving data. 


